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x Date of birth

x Gender

x Contact information, including: postal address, email address, telephone number

x Information about youcurrent and previous employment, including job roles and
occupational exposure

x Contact details of your GP dmedical specialists
Special category data

x Disability information
x Ethnicity

x Physical, mental health information

We collect personal data directly from yancludingvia forms you return, evidence submitted and
disclosures made by you including, during assessments. Along with the information you provide

directly to us, we maglso obtain your data from:

. Your manager or supervisor

. Human Resources

. Health & Safety Services

. Pensions department where necessary for consideration b&alth retiremer;

. ExternalOccupational Health Physicians or otheatth specialistandservices that we

may refer you to as part of our assessment process
. Your GP or other specialists from whom you hareviously had assessments by or

received treatmentwho we may write to with your consent

How W e use your data

We will use your data:

x To assess your health and your fitness for work, including monitoring changes to your health

X



Occupation Health will use anonymised data to identify health trends within the University, to

enable targeted health and wellbeing strategies or for etressearch, audit or statistical purposes.

Our lawful Dbasis for usesofy our
data

Under data protection laws We must have a legitimate and lawful basis for processing your
personal data. There are several lawful grounds within data protection law that apply to the
different data that We are processing, and these are explained below:

Our basidor processing your data, for matters related to Occupational Hemltthat it is necessary
for the performance of @ontract specificallyour employment contractvith the University, andd

allow us to comply with our legal obligations.

In respect of gecial category datprocessed by Occupational Healtle additional conditiorfs)for
processing are that it is necessary for the purposes of occupational medruig® comply with our

obligations under employment law.

Separate to data protection requirements amdaddition to the lawful basis for processing your
information abovewe also have a legal and ethical duty not to disclose confidential medical
information to third parties, including your manager or HR, without your informed consent, unless
there is a grave risk of serious harm to others or the records are the subject of a courtTdrides

under Common Law and relevant health professional codes of conduct including the GMC Guidance
on Confidentiality, as your OH records are classed as a Clinical Rtleask note that this consent

is separate to the above and does not affeat legal basis for processing your data.

Who We share your data with

During the assessment the Occupational Health Advisor(OHA) will explain the assessment, the data

that will be recorded, how this will be stored and what will be shared with who.

The OHA will produce a report on the assessment to be shared with youndinager or supervisor
and Human Resources and you have the right to see this prior to its being released to them. The
OHA will advise you of this. You will be sent a copy of therteand you will be asked to provide

your consent to this being releaséalyour line manager or supervisor and . HR



If you advise that you are withholding consent to release the report youni@eageror supervisor
and HR will be adviseaaf this. Youtine manageror supervisor and HRay then make decisions on

the basis of the information available to them at the time

There are circumstances where information about your fithess to work will be shared with your line
manager or supervisor, and may bwased with the Health and Safety and HR teams where

appropriate.

We will advise you about who we plan to share the report, and assessment informaiibrand

provide you with a copy of the information prior to sharing, wié ask you folyour consentto share

it with relevant staff, including: your line manager, supervisor, HR and where appropriate Health and
Safety However,as explained in theDur lawful basis for uses of your data’ section, in some
circumstancesf withholding information could impact your health ahdr safety, or the health and

/ or safety of others, information will be shared even where you do not provide your agreement

will inform you if we need to do this.

We may also share information with other hdaftrofessionalssuch as specialists and Gtes,
whom you are referred where you have consented to a referral. We will discuss with you the data

we plan to share and will provide you with a copy of this.

Retention of your data

Records held by Occupatidridealthwill be retained for the duration of your employment with the
University, and then for 6 years following your leaving dRiecordgelated to significant ill health

may be retained for up to 10 years following your leaving date.

In addition, Hedh Surveillance data (medical records from respiratory/spirometry, audiometry,
HAVS and other health surveillance programmes) will be stored for 40 years from the date of the last
entry. This is a requirement to comply with the Health and Safety Contkthzdrdous Substances

at Work, 2000'‘COSHH’) legislation.

How We protect your data

Your personal information is stored securely within the University and our staff are trained about
the secure handling of personal information. We may also use third party providers to stipport
delively of our services, such as externally hosted software or cloud providdumsré&Wve do this,

We havemeasures and terms in place with those providergmsure that they also protect your

data.



Keeping your information up to
d ate

The accuracy of your information is important to us. You can update your information, including
your address and contact details, at any tibheupdating your details in Empley Self Service (ESS),

and notifying the Occupational Health department of this change

Your rights

Under data protection law you have the right to:



Accessing your personal
Information

Individuals have the right to access their personal data and this includes records held by the
Occupational Health department. Informal requests should be made to the Occupational Health
department directly. Anyndividualwishing to access their personal data under the provisions of the
General Data Protection Regulation and Data Protection Act 2018 should make a Subject Access
Request (SARJhe individual should clearly describe the information they are requestingsitce

and submit this tolte IMPS Office, for information on how to contact the IMPS Qffiee

subsection ‘How to contact us’

Your request will be processed by a very limited number of staff within the IMPS team, under the
supervision of the Universiata Protection Officer, who will be required to view all the data you
request, including personnel, financial and occupational health rec@igsOccupational Health
department will provide the IMPS Office with a copy of all relevant information, asreshBy
submitting a Subject Access Request you are accepting that the IMP Sn@ffieeed to request and
view the data about you in order to assess what can be disclosed. Information of third parties,
including staff in some circumstances may be withheld. All data will be handled securely and in the

strictest confidence. If you have any concerns please contact IMPS in the first instance.

Questions about this notice

If there is anything in this notice that you are unclear about, please contact our Data Protection
Officer, on the contact detailsrovidedbelow,under subheading ‘How To Contact Us’, who shall be
happy to answer any queries you may haeacerning this privacy notice or the way in which We

process your personal data.
Complaints can be referred to the Information Commissioners Office, the independent body who

oversee Data Protection compliance in the GKintact:https://ico.org.uk/makea-complaint/

Changes to this notice

We keep oumprivacy notice under regular review to ensure best practice and compliance with the
law. This privacy notice was last updated2®09/2022

We may change this privacy notice from time to time. If We make significant changes in the way



We treatyour personal information We will make this clear on our website and may seek to notify

you directly.

How to contact U



