Data ProtectionPolicy

1. Purposeand scope

This policy applies to all University staff that handle personal de¢gardless of who created the
personal data, where it is held, or the ownership of the equipment ugechandle it

1.1 This document
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The contents of our systems and University data rentaiiversityproperty. All materials,

data, communications and information, including but not limited éemail (both outgoing

and incoming), telephone conversations and voicemail recordings, instant messages and
internet and social media postings and activities, created on, transmitted to, received or
printed from, or stored or recorded on a device durirte tcourse of your work for the
University or on its behalf is the propertyf the Universityregadless of who owns the device.

University data held, including personal daasubject to the Freedom of Information Act
anddata subject rightsinderthe GDPR and DR#d must be provided to IMPS on request.
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0118 378 8981.

9. Review

This Policy shall be reviewed at regular intervals and documented within the version history. Reviews
will take place as a minimum at the documented frequency and in the event of any of the below:

- Significant change in University operations
- Significant change in legislation, regulatory requirements, industry guidance or similar
- Inthe event of a compromise of data protection or security where the content or compliance with

this policy is identified as an aggravating or mitigating factor
- Any other identified requirement necessitating substantive changes ahead of scheduled review

Palicies superseded by this policy
Data Protection Policy v1.1.2.0, 2.1, 2.22.3
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APPENDIX A
Personal data
Thefollowing are examples of the types of data that can constitute ‘Personal:data’
*Name
*Data of Birth/Age
*Postal Address(egjto include postcodes)
*Contact telephone(s)
*Email address(es)

*Unique Identifiers(to include: Student ID numbers, Staff ID numbers, Passport numbers, NHS
numbers, National Insurance numbers, ORCID’s, unique research participant ID numbers, Unique
applicant ID numbers, vehicle reg, driving licence numbers)

*Images of individuals, including CCTV, photos

*Location Data(to include any GPS tracking data)

*Online Identifiers(to include IP address data)
*Economic/financial data(relating to an identifiable individual)

*Educational recordsncluding but not limited to records held by the University and other education
providers

*Counselling records

*Pastoral records, including Extenuating Circumstances Forms
*Disciplinary records

*Training records

*Employment records to include CV'’s, references

*Nationality/Domicile

*Ethnicity

*Mental Health (status, medical records conditions, to include disability)
*Physical Health(status, medical records conditions, to include disability)
*Dietary requirements

*Sexual Orientation/Sexual life

*Genetic Data(to include DNA data)

*Biometric data(such as facial image or fingerprint data)

*Political opinions

*Trade Union membership



*Religious or philosophical beliefs

*Criminal Convictions and offencgso include alleged offences and convictions)



APPENDIX B
High Risk Data
The following are examples of high risk personal data or sensitive information:

a. Any set of data relating to more than 50 living, identifiable individuals, including, but not limited
to, students, staff, alumni, research participants.

b. Any set of data relating to 10 or more living, identifiable individuals that could be used for fraud or
identity theft, including, but not limited to, bank account or credit card details, national insurance
number, personal contact details, date of birsalary

c. Information relating to 10 or more members of staffs’ performance, grading, promotion or
personal and family lives.

d. Information relating to 10 or more alumni/students’ programmes of study, grades, progression, or
personal and family lives.

e. Any set of data relating to 5 or more living, identifiable individuals’ health, disability, ethnicity, sex



APPENDIX C

Data Protection Principles

The data protection principles are that personal data must be:

(@)
(b)

(c)

(d)
(€)

(f)

processed lawfully, fairly and in a transparent manner

collected for specified, explicit and legitimate purposes and not further processed in
a manner that is incompatible with those purposes

adequate, relevant and limited to what is necessary in relation to the purposes for
which they are processed

accurate and, where necessary, kept up to date

kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed

processed in a manner that ensures appropriate security of the personal data,
including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate technical or organisational
measues
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